
SoftwareDefinedRadio(SDR). B u t inthecase o f

militaryapplications,securityisalsoarelevantaspect o f SDR.

TheSecureSoftware C o m m u n i c a t i o n A r c h i t e c t u r e (SSCA)is

astandardizedsolutiontosecureSDR.Thisarchitectureneeds

acryptographicprocessor f o r securitypurposes. However, cur­

rentlyavailableSSCAcompliant A S I C - b a s e d cryptoprocessors

limitradiosetupgradeability a n d interoperability.Inthis

paper,wedescribethefirst n o n - c o n f i d e n t i a l reconfigurable

cryptoprocessorarchitecture f o r

purposes,firstdraftsdidnottakesecurityintoaccount.To

solvethisissue,theU.S.governmentpublishedtheSCA

SecuritySupplement.Thissupplementintroducesanew

setofinterfacesandspecificationswhichallowssecuring

SDRdesign.Currently,thelastdraft

(V. 2.2.2)ofthis

documentiskeptconfidentialbytheU.S.government.

Thelastpubliclyavailabledraft(2.2.1)[2]waspublished

in2004.Recently,anewprogram,managedbytheEDA

(EuropeanDefenceAgency),waslaunched.Thisprogram,

named European Secure SOftware Radio (ESSOR), intends
to complete the SCA standard and to propose an European
alternative to the U.S. Security Supplement.
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checked by the CPU. ATrue Random Number Generator
(TRNG) and a cryptographic accelerator are used by the
ContB CPU for key generation and cryptographic services.
ContB red peripherals are:

• Red Control I/O: This unit is used to receive order
from radio set red side.

• Fill I/O: Algorithms, key and certificates can be
loaded into the CSS through this interface. Security
Supplement suggests the use of OS-1Oland OS-102
confidential protocols. All data incoming from fill I/O
must be decrypted and authenticated.

• Boot ROM: The security manager boot loader is stored
in this ROM, its integrity must be guaranteed. The
boot loader must decrypt and authenticate the main
software loaded on the ContB CPU.

• RAM: It corresponds to internal FPGA RAM. If exter­
nal RAM is needed, it must be plugged to the black
bus. In this case, encryption and integrity checking
must be used.

• Secure ICAP: This peripheral enables reconfigura­
tion of the CommB cryptographic accelerator. Secure
ICAP allows write on FPGA according to a security
policy describing which FPGA area can be reconfig­
ured. Secure ICAP also frequently checks if FPGA
bitstream is corrupted by the use of a hash algorithm
in order to prevent fault injection attacks or natural
Single Event Upset.

ContB black peripherals are:

• Black Control I/O: This unit is used to receive order
from radio set black side.

• Memory controller: A memory controller is used to
enforce secure storage of red data into non volatile
memories (e.g. flash memories).

2) Channel Configuration : A channel is a specific
connection through the CommB. There are two kinds of
channel, system channels and user channels. Only one
system channel is active at any time, this channel is used to
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Fig. 5. Control Block Architecture
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bus, the CommB CPU cannot have access to this bus, so
keys are completely isolated from it. A specific memory is
used by the CommB CPU for software processing. SSCA
specifications suggest the use of secure MMU for memory
access in order to enforce space memory isolation between
CommB CPU processes.

2) Message Transport and Processing: Usually
CORBA ORBs use theInternet Inter Orb Protocol (HOP)
which is a specialization of the GlOP communication
protocol for TCPIIP transport layer. However CSS is not
necessarilyTCP/IP enabled. Additionally,TCP/IP is not
suitable for communications between several processors on
the same chip. This issue may be solved in two different
ways, either by the use of anEnvironnement Specific Inter
Orb Protocol (ESIOP) developed in compliance with OMG
standards, or by the use of proxies as explained in the SCA
security supplement.

Regardless which transport layer is used, message
processing can be broken down to several steps. For Red
to Black exchange, steps consist in:

1) Message Unpacking: Message has to be unpacked
from the transport protocol.

2) Message Parsing: In this step, headers and body are
extracted from the message content.

3) Headers Validation: Then headers have to be vali­
dated according to security policy rules. If CommB
detects unusual or invalid headers, it rejects the mes­
sage and closes the communication channel. Security
policy rules are stored in a read only memory to
avoid rules corruption.

4) Body Encryption or Validation: If message is a Type
3 message and if headers are validated then the
message body is encrypted and/or signed according
to properties of the selected channel. In the case
of message Type 1 or 2, body message has to be
validated before message forwarding.

5) Message Packing: Message is packed and sent to the
final destination.

For Black to Red, Red to Red or Black to Black exchanges,
only the fourth step has to be adapted to specific needs.

C. The Control Block

I) The Control Block Architecture: The CommB is
controlled via the ContB through security interfaces. ContB
is built on a 32 bits CPU with several peripherals plugged
on a red or black bus according to their security level
needs, as shown in Fig. 5. Keys are stored in a special
secure register allowing key isolation from other data. The
ContB has its own secret key stored in the key register. Key,
algorithms and software are read from the Fill I/O or the
red control bus. Then, they are authenticated and integrity
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