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� Unreliable Electronics & New Challenge:Unreliable Electronics & New Challenge:

�� In the emerging In the emerging nanonano--scale era, electronic devices are increasingscale era, electronic devices are increasing

susceptible to logic errors that can degrade the reliability.susceptible to logic errors that can degrade the reliability.

FaultFault--Tolerant solution needs to be tolerant of internal errors. Tolerant solution needs to be tolerant of internal errors. 

� Proposed embedded faultProposed embedded fault--masking solution: masking solution: 

�� LDPC codeLDPC code

�� Referred to as LDPC Stochastic Decoding (LSD) MethodReferred to as LDPC Stochastic Decoding (LSD) Method

�� Resilient against internal transient gate errors  Resilient against internal transient gate errors  

�� Asynchronous Implementation of the iterative decoderAsynchronous Implementation of the iterative decoder

I. Muller CI. Muller C--element element [1][1]
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INTRODUCTIONINTRODUCTION

IV.  Asynchronous Architecture of the LSDIV.  Asynchronous Architecture of the LSD
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•• CCnn--1 1 denotes the state denotes the state 

maintained via weak feedback maintained via weak feedback 

Simulation Results for rateSimulation Results for rate--1/2 (4,8) LDPC codes based on LSD architecture with five 1/2 (4,8) LDPC codes based on LSD architecture with five 

iterations. The harditerations. The hard--fault rate for the output from fault rate for the output from F(xF(x) and ) and EE••F(xF(x) is 0.001.) is 0.001.

III. Basic ErrorIII. Basic Error--Correction: Cascaded CCorrection: Cascaded C--elementselements
II.II. Iterative LDPC Decoder Iterative LDPC Decoder [2][2]

V.  ConclusionV.  Conclusion

•• The originality of LSD method is to implement variable nodeThe originality of LSD method is to implement variable node’’s s 

computations by Ccomputations by C--elements that can resilient against internal faults.elements that can resilient against internal faults.

•• The LSD approach is able to reduce the error probability at theThe LSD approach is able to reduce the error probability at the

output of a combinational function by multiple orders of magnituoutput of a combinational function by multiple orders of magnitude. de. 
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cc11 set to set to ff00 during during 

initializationinitialization

cc22 set to set to ff1 1 during during 

initializationinitialization

C-element C0

TruthTruth--Table of Table of 

Binary CBinary C--elementelement

•• CC--element is increasingly used element is increasingly used 

for faultfor fault--masking designmasking design

C-element C1

C-element C2

InitializationInitialization In 1 IterationIn 1 Iteration

ff00 ff11 ff22 ff33 cc00 cc11 cc22 cc00 cc11 cc22
Error-Free 00 00 00 00 00 00 00 00 00 00

Error in Error in ff00 11 00 00 00 00 11 00 00 00 00

Error in Error in ff11 00 11 00 00 00 00 11 00 00 00

Error in Error in ff22 00 00 11 00 00 00 00 00 00 00

Error in Error in ff33 00 00 00 11 11 00 00 00 00 00

A cascaded CA cascaded C--elements set used in LSD decoding methodelements set used in LSD decoding method

A Table that illustrates the behaviors of the errorA Table that illustrates the behaviors of the error--correctioncorrection

•• Cascaded CCascaded C--

element is able to element is able to 

correct a single error correct a single error 

during one iterationduring one iteration

•• It can correct many It can correct many 

multimulti--error patterns error patterns 

as well when more as well when more 

iterations run.iterations run.

CascadedCascaded

CC--elementselements

RstRst

Flag = Flag = 0/10/1 Flag = Flag = 1/01/0

Received Received 

CodewordsCodewords
RstRst

CounterCounter

Flag = Flag = 1/01/0 RstRst

Switch Switch 

Done Done 

Decoded Decoded CodewordsCodewords

Asynchronous Handshaking Signal Flow of the LSD Architecture Asynchronous Handshaking Signal Flow of the LSD Architecture 

•• LSDLSD’’s Errors Error--Correction Steps:Correction Steps:
Initialization Phase:Initialization Phase:

1: Modulo1: Modulo--2 summation in 2 summation in XORsXORs for the received for the received codewordscodewords..

2: Cascaded C2: Cascaded C--elements initialize the memories with the elements initialize the memories with the 

incoming messages and perform a basic errorincoming messages and perform a basic error--correction.correction.

ErrorError--Correction Phase:Correction Phase:

3: Modulo3: Modulo--2 summation in 2 summation in XORsXORs for the massages from Cfor the massages from C--elements.elements.

4: C4: C--elements perform the errorelements perform the error--correction for incoming massages.correction for incoming massages.

5: Iterate step 3 and step 4 during a number of iterations.5: Iterate step 3 and step 4 during a number of iterations.

6: Output decoded 6: Output decoded codewordscodewords..

•• LSD is a messageLSD is a message--passing decoding method passing decoding method [2][2], where , where Variable Variable 

nodes (Cascaded Cnodes (Cascaded C--elements)elements) and and Check nodes (XOR Arrays)Check nodes (XOR Arrays)

perform the message processing for the received codeword.perform the message processing for the received codeword.

RstRst: Indicates the decoding phase, : Indicates the decoding phase, SwitchSwitch: to switch the phase, : to switch the phase, 

flagflag: signals to control the handshaking protocol.: signals to control the handshaking protocol.

Conventional Iterative LDPC decoder: Massages Conventional Iterative LDPC decoder: Massages 

Exchanging between variable node and Check node.Exchanging between variable node and Check node.
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